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GENERAL ASSEMBLY

Proposed cybersecurity bill would require
notifying victims within 15 days of breach

By Joe Baker
Staffwriter

PRGVIDENCE -~ More. than 84
million subscribers to Anthem. Inc.,
fhe parent company for Andliem Blue
Cross and Blue Shield of Connecth:
cat, had their perscnal information
~— including Social Secnrity num-
bers — haclked recently, As many as
15,000 Rhode Islanders could have been
exposed to that security breacih.

Bt today, about thres weeks alter
Anthem announced £he breach, not
one Ocean State resident knows
weiether his or hermost private infor-
mation was included in that cvber
attacle

Legislation (S134) sponsored by

Print

‘This would empower Rhode
Island citizens in an era of
massive data breaches.’

1006

executive direclor of ke Pell Center

Sen, Louis B, DiPalma, D-Middletown,
would change that by reguiring any
entily — whether it be governmentsl
or aprivate corperation — fo notily
victims within 15 days of-discovering
thebreach.

Although the legislation makes
other changes to Rbode Island's 2005
idemtity thef law, it was the 15-day pro-
wision that drew the most atiention
during a hearing Defore the Senate

Judiciary Coymniitee at ihe State-
Liouse Tuesday

Beforethehearing began,; DiPalma
said that deadline was a compromise
consensus developed during a series of.
warkshops by the Rhode Island Corpo-
rate Cybersecurity Initiative, a group
established by the Pell Contes for Inter-
nationn] Relations and Publc Policy at
Salve Regina University in Newport.
Members of the group included leg-
islators and representatives from the
Rhaode IsTand State Police, Attorney
{3eneral Peter Kilmartin's office, the
state Department of Business Regu-
lation, National Grid. Verizon, ATE&T,
{hebanking induslry and the Pall Cen-
fer

President Barack Obama recenfly

called for increased cooperation by
corporations and the government to
address data breaches and the forma-
ton.of o cyber-threat center to coordis
nate efforts to combat them.,

“The federal government wili do
something at some point, but the ques
tion is when?"” DiPalma said, “We ¢y
ol wait for them to act. This is about
protecting Rhode Island residentz and
thedata of Rbode Island regidents, Itis
imperative that we act ... now"”

Current law requires that resi-
dents benotifiedof a.data breach “in
the mostexpedient time possible.” But
that is open ended, DiPalma said Fik
teen days wasadvanced as a COMPIO-
‘mise affer longer notifications were
sugiested during theworkshops held

by the Cybersecurity hitiative.

Only two states have shorfer noti-
Tication deadlines, DiPalma said.
Breaches must be reported innmedi-
ately upon discovery in South Caro-
Iina and within seven: business days
in Maine:

Corperate Iobbyists objected to
(he 15day deadling, saying they often
needed more time fo discover the veal.
extenst of a hreach.

“Fom don’tavant to bethe boy whe
cried wolf,* said Frank O'Brien, rep-
resenting the Property Casuadty Insur-
ers Assogiation.

Bethanne Cooley is director-of
legislative affairs.for CTLA — The
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Wireless Association, & proup represent-
ing wireless technology companies. In
written testimony submitted to the com-
mittee, Cooley saidoompanies must indil-
ate“security protocals™once they discover
a breach to repair thelr information sys-
tems. A comnpany nieeds me to determine
the extent of the breach, o fix the prob-

not provide enough time for a business
o determine how the breach soourred,
and to properly repair i inorder fo avoid
future or addifjonal breaches,” Copley
wrgte.

Leonard Lopes, a lobbyisi for techmo-
logicel corporation LexisWNexis, called the
i5-day notice “unduly burdensmne.”™

Bt Jin Ludes, executive director of
the Pell Center, said the proposed lagis
lation would better protect Rhode Island
residents from future cyherattacks.

Randall Rose of the Bhode Island Crall-
tion to Defend Humar and Olve Rights
said the legislation doesn't go far enough.

“It's better-than nothing, but no where
near adequste” Rose said.

The committesroted ta hold the bill forr
further study After the hiearing, DiPaima
said he would work with those with con-
cerns to gefs something enacted this year

“Clearly there are areas that could be
inproved,” he said. “Bufwe do noi want

lemn and o cooperate with lew enforee- “This wouldempower Rhode Isiand citi- 1o water itdown,”
ment; investigations, she said. zens in anera of mnmassive data breaches,”
“Requiring a 15-day notification does  Ludes said. Baker@NerwportRLcom
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